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Cyber Security — Fall 2016

.COURSE OVER VIEW AND INTRODUCTION

General Review Standard: The overall design of the course, navigational information,
as well as course, instructor and student information
are made transparent to the student at the beginning of the course.

ReviewStandards | Specifics Comments
I.1Thereis WelcomingstatementbytheingThere is a statement illustrating the need for
astatementintroduc| tructorthatintroducesstudentst|cyber security. The syllabus describes
ingthestudenttothe | othe course. Examples: theinstructor's position and achievements at
course. LAMC and includes some personal
information and contact info.
. A course
“tour”.

*  Clear directions abouf
how to get started in the

course.
. The
instructor’s name
. Instructor’s
field of expertise
. Email address
. Teaching
philosophy
. Past

experiences with
teaching online
classes

. Hobbies

. A photograph

L.2Courselayoutise|Thefollowingareeasytolocate [The course layout is easy to follow and

asytonavigateandu |, navigate through a series of "next" buttons;
nderstand. navigate, and understand this takes you through the weekly
assignments and quizzes.
. Coursecalen
darwith activitydue |How to submit your assignments page is
dates located under Week 1 with a linked video in
. Syllabus
. Courseactivi
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ties

. Grading
Systems

. Testing

procedures (online,
proctored, etc.)

. Procedure
for submission of
assignments

. Discussion/F
orum instructions
Rules of
contact for

the near future.

Included in the syllabus are the grade
components and breakdown, course calendar
w/ assignment due dates.

Recommendation:

Use the link provided below to update Dates
that you need to know and
Holidays.http://www.laccd.edu/FacultyStaff/
bulletinsCal/Documents/Academic_Calendar

participating in

1617%200verview%202.16.16.pdf

forums

Need to list the objectives from Week 12 to
Week 15 to align with the pattern from Week
1 to Week 11 so students will know exactly
what objectives are being covered per week.

Automatic link of HW due dates at the end of
the syllabus is confusing especially a lot of
them do not even have a due date. Either
eliminate it or show all due dates for design
consistency.

1.3 Ataminimum,the Student conduct is addressed in the syllabus
Expectationsregard coursesyllabusmustcontain  |(includes the consequences for plagiarism).
ingacademic astatementthatexplainstheacti

honesty,including | onsthatwillbetakenifplagiaris

plagiarismconcerny moranytype ofacademic

,areclearlystatedint| dishonestyisdetected.

hesyllabus.

1.4 ThestudentintroductioncreategStudents are requested to introduce
Studentsarerequest| asupportivelearning themselves in the first week; three questions
edtointroducethem| environmentandsenseof require responses.

selvestotheclass. | community.

Lookfor:

* Arequestthatstudentsi
ntroducethemselve
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salongwithinstructi
ons
onwhereandhowth
ey should do so

*Instructorsmayask
studentstoanswer
specificquestions(s
uchaswhytheyareta
kingthecourse,what
concernstheyhave,
whattheyexpecttole
arn,)ormaychooset
oletthestudentdecid
e.

*Instructorsshould
considerprovidin
ganexample of
anintroduction
and/orstartthepro
cess
byintroducingthe
mselves.

II. STUDENT LEARNING OUTCOMES

General Review Standard: Expected learning outcomes are clearly defined
and explained. They assist the learner to focus on learning objectives.

ReviewStandards Specifics Comme
nts
I1.1The postedoutcomesofthecourseincludethe AlloutcomesfromthThere
outcomesintheapprovedcourseoutline. Anyadditionaloutcomesused | e approvedcourse |are 2
areobservable,measurable, and achievable. outlinemustbe SLO's
presentationthesyll (jisted in
abus the
ofthecoursebeingre syllabus.
viewed.

ITI. ASSESSMENT AND MEASUREMENT

General Review Standard: Assessment strategies are established ways to measure

effective learning, assess learner progress by reference to stated
objectives, and are designed as essential to the learning process.
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ReviewStandards Specifics Comments
II.1 ExamplethatDOESmeetthe Students
Multiplemethodsofassessment grades are
measurethe standard: based on
achievementofstated course discussion
outcomesandlearning *Studentsarerequiredtowrite forums,
objectives. papers,interactwithothersthrough quizzes,
assignment
electronic discussions, sand
assessment
take quizzes,etc. S.
ExamplethatdoesNOT:
*Studentsarerequiredtotaketestsandno
othermethod ofassessmentis utilized
[I1.2Thegradingpolicyiseasytol *Thegradingpolicyneedsto The grading
ocate and understand. beeasytolocateandaccess. policy
clearly
*Language usedto describe how course indicated in
activitiesaregraded and the syllabus
howthefinalgradeis calculated, shouldbe |does
easyto understand. include the
percentage
of each
component
of the
overall
grade.
Recommen
dation:
The total
points
assigned for
HW, Lab,
Quizzes,
Midterm,
and Final
Exam, do
not match
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with the
weighted
percentage
per
category.
An online
gradebook
in Canvas
should be
setup for
grade
transparenc

Y.

II1.3 Assessmentandmeasureme
ntstrategiesprovide
appropriatefeedbacktothelearne
r.

Studentslearnmoreeffectivelyiftheyreceivefrequent,
meaningful, andrapidfeedback.

Quizzes and
midterm
provide

Thisfeedbackmaycomefromtheinstructordirectly,froimmediate

m assignmentsand assessmentsthat
havefeedbackbuiltintothem, or
evenfromotherstudents. Examples:

*Instructorparticipationin a
discussionassignment.

* Writingassignmentsthatrequiresubmissionofa
draftforinstructorcommentand
suggestionsforimprovement.

*Self-masterytestsand
quizzesthatincludeinformativefeedback
witheachanswerchoice.

*Interactivegamesand
simulationthathavefeedbackbuiltin.

Inmostonlinecourses,thetypes ofassessments
usedare appropriateforthe online
environment.Assumethatthe
coursemeetsthestandardunlessyoufindevidencetoth
econtrary.

feedback.

IV. RESOURCES AND MATERIALS
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General Review Standard: Instructional materials are designed to be sufficiently com
prehensive to

achieve expected learning outcomes and are prepared by qualified persons competent in
their fields. (Materials, other than standard textbooks are

produced by recognized publishers, are prepared

by the instructor or distance educators skilled in preparing materials for distance learnin

g)

ReviewStandards Specifics Comm
ents
IV.1Resourcesandmaterialsareeasilyad Ifsome An
cessibletoandusable bythelearners. ofthecourseresources,includingtextbooks,videos,| area on
CD-ROMS, etc., are the
unavailablewithintheframeworkofthe course syllabu
website,investigatehowstudents S
wouldgainaccesstothem, and indicat
examinetheireaseofuse. es the
resourc
Examples: €s
require
e[ftextbooksand/orCD’sareused,titles, d.

authors,publishers,ISBNnumbers,
copyrightdates,andinformationastowhere
copiescan beobtained, arelisted.

* An areaonthesyllabusis
devotedtorequiredresources.

*Requiredsoftwareplug-
insarelisted,alongwithinstructionsforo
btainingandinstallingtheplug-ins.

IV.1Resourcesandmaterialsareeasilyad Ifsome
cessibletoandusable bythelearners. ofthecourseresources,includingtextbooks,videos,
CD-ROMS, etc., are
unavailablewithintheframeworkofthe course
website,investigatehowstudents
wouldgainaccesstothem, and
examinetheireaseofuse.

Examples:

e[ftextbooksand/orCD’sareused,titles,
authors,publishers,ISBNnumbers,
copyrightdates,andinformationastowhere
copiescan beobtained, arelisted.

* An areaonthesyllabusis
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devotedtorequiredresources.

*Requiredsoftwareplug-
insarelisted,alongwithinstructionsf\oro
btainingandinstallingtheplug-ins.

V. LEARNER INTERACTION

General Review Standard: The effective design of instructor-

learner interaction and meaningful learner

cooperation is essential to learner motivation, intellectual commitment, and
personal development.

ReviewStandards Specifics Comments
V.1Thecoursedesign Thelearningactivitiesinthe Instructor
provideslearningactivitiestofoste encouragesins
rinstructor-student,content- courseshouldfosterthefollowingtypesofint  |tructor/learne
student,andifappropriate, eraction: r-to-learner
student-studentinteraction. interaction
*Instructor-learner:Self- through
introduction; discussion discussion
postingsandresponses;feedbacko |hoards.
n assignments;evidence ofone- Learner-
to-one erpail. content is
communication,etc. ostablished
through the
*[earner- online

content: essays,termpapers,group
projects,etc.based
onreadings,videos,andothercours
econtent;self-assessment
exercises;groupwork
products,etc.

assignments.

*-learner(if appropriate):Self-
introduction exercise;
group discussion

postings;group projects;peer
critiques,etc.

V.2Thestudentrequirementsfor * Aclearstatementofrequirementsispar| Discussions
ticularlyimportantwhen atype are 15% of

courseinteractionareclearlyarticulat ofinteraction(e.g. participationin the total

ed adiscussion)is not grade.
optional. Whatarethe
penaltiesfornon-
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participation?Impactongrade, etc.?

Example: Studentsrequiredto
participateindiscussionsaretold
howmanytimeseach
weektheymustpostoriginalcomments,
howmanytimestheymustpostresponsestoothe
r’scomments,whatthequalityofthecomments
mustbe, how the commentswillbe evaluated,
andwhatgrade
credittheycanexpectforvariouslevelsofperfor
mance.

V.3Clearstandardsaresetforinstruct
orresponseand
availability(turnaroundtimefor
email,gradesposted,etc.)

*Studentsneedclearinformationabouth
ow
quicklytheinstructorwillrespondan
d howfrequentlyheorsheis
available.

*Informingstudentsaboutinstructorrespo
nseand
availabilitytimespreventsunreasonab
leexpectationsfrom developing.

Recommenda
tion:

Include the
time expected
for a response
from the
instructor, as
well as
preferred
method of
communicatio
n.

V.4The coursedesign
providesavarietyofopportunitiesfor
nteractionbetweeninstructorandlear
ner.

Studentsneedtofeelthattheinstructoriscloseath
and, butthe
opportunitiesforinteractionwillvarywiththedis
cipline ofthe course.

Lookforexamplessuchas:

*An activelyused andwell-
organizedinstructor-
facilitateddiscussion board.

*Optional“electronic
officehours”providedinthe

chatroom.

. Aninvitationfortheclassto

Recommenda
tion:
Instructor
needs to
elaborate on
a supportive
learning
environment
through one-
on-one or a
subgroup of
instructor-
learner
communicatio
n.
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concerns

emailtheinstructorwithindividual

VI. COURSE TECHNOLOGY

General Review Standard: To enhance student learning, course technology should

enrich instruction and foster learner interactivity.

ReviewStandards Specifics Com
men
ts

VI.1Theselectionanduseoftoolsandmediasupportsthec *Lookforevidencethattool Vice-

ourseoutcomesandisintegratedwithtextsandlessonassig sandmedia Chair

nments. usedinthecoursesuppo Mari
rtrelated Rettk
courseoutcomes, o
andareinte gratedwitht appro
extsandlessonassignm ved
ents. the
conte
*Studentsshouldknowhowthe | 4o
tools o . am
andmediafitintotheassign .
notin
mentsand the
howtheyrelatetothecourse .
positi
outcomes.
on to
*Makesurethatthetechnologyi T\a ke
s not t 'S
usedsimplyforthesakeofu U948
singtechnology. mtlelnt
call.

Forexample: Acoursemightreq
uireviewingvideomaterials,buti
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tmaynotbe clearwhethersome
ofthevideomaterialsillustrateors
upportanycourseoutcome.

VI.2Instructionsforaccessingcourse-
requiredresourcesatadistancelibrary,websites,etc.)are

clearand easytofollow.

¢ Onlinestudentsnee
dtoknowabout and
beabletoobtainaccessto
educationalresourcesby
remoteaccess

¢ Informationonthes
eresources should
bereadilyvisibleinan
online
class;clearinstructions
on
howtoaccessthemshoul
dbe provided.

Many
hyper
link
resou
rces
were
provi
ded
in
thisC
oSci4
11
shell.

VII. ADA AND COPYRIGHT COMPLIANCE
General Review Standard: Access to course resources is in accordance with the Americans

with

Disabilities Act and U.S. copyright laws are followed.

torecognizetheimportance
of

ADArequirements(such
as
equivalentalternativesto

Auditoryandvisualcontent, W
eb

Pagelinksthatareself-
describing
andmeaningful,andinformati
on conveyed on
Webpagesincolorisalsoavaila

*Lookforequivalenttextualrepresentationsofima

*Presentinginformationintextformatisgenerally

ershowtogain accessto disabilityservices.  |with

ges,
audio,animations,andvideointhecoursewebs
ite.

acceptable,because

ReviewStandards Specifics Comment
s
III.1Thereisevidenceofeffort *Lookforastatementinthesyllabusthattellslearn ~ [Students

Disabilities
e Alternativemeans of accessto is
courseinformationshould addressed
beprovidedforstudentswho in the
arehearingorvisuallyimpaired. syllabus
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ble withoutcolor.

Screenreadersoftware(usedbythosewho
arevisuallyimpaired)canreadtext.

* Allfile namesandweb hyperlinksshould
have

Meaningfulnames. For
instance,thelinktotake
aquizshouldsay*‘TakeQuizl”,
not“clickhere”.

*Jconsused aslinks should also haveHTML
tags oranaccompanying
textlink.

*Toaccommodate students whoare color

blind, colortextshould

alsobeidentifiable by
othermethods(such

as bold,italics,etc.)

VIII.2No apparentviolations *Self-explanatory Fair-use

of copy right
is

Copyrightlaw implement

existwithinthe ed.

coursecontentorrelated3M

aterials

Modified from
1Adapted from the Quality Matters Project sponsored by The Fund for the Improvement of Postsecondary
Education(FIPSE),U.S. Department of Education
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